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1. Generate keys using RSA

1.1.Generate random numbers of 7 bits

The algorithm used in this part is Blum-Blum-Shub random number 

generator. BBS Generator generates a seed, s0 which is any element of 

quadratic residues modulo n (QR(n)) where n = p x q, and p, q is two prime 

numbers such that p Ξ q Ξ 3 mod 4.

Then compute the sequence s1, s2, …, sl by successive squaring modulo n, 

and then reduce each si modulo 2 to obtain zi which is a series of bits.

Si+1 = si
2 mod n

Zi = si mod 2

1.2.Test for primality

To test for primality, we used Miller Rabin test but not too successful. 

Then we complement the test with an effort trying to factorize the 

number. If a factor is returned then the number is not a prime. The 

factoring algorithm picked is the p-1 method however if the exact 

algorithm as introduced in the notes is used, then there will be composite 

number not being able to be factorized. Therefore an improved algorithm 

is used based on the PMinusOne method. Instead of fixing a = 2, another 

loop is used to loop the initial value of a from 2 to 99. Then more of the 

composite numbers will have a factor.

1.3.Obtain 2 prime numbers. (p and q)

After obtaining 2 random numbers from BBS Generator and tested for 

primality, let the 2 numbers be p and q.
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1.4.Compute n (public key) and Φ(n)

n is the public key for RSA where as Φ(n) is to be kept secret to generate 

the secret key, a.

n = p x q

Φ(n) = (p-1)(q-1)

1.5.Generate a random number, b (public key), such that gcd(b, 

Φ(n)) = 1

Generate a random number, b, using BBS Generator and check the 

Greatest Common Divisor of b and Φ(n). b is the public key for RSA.

1.6.Find the secret key, a

Then, compute a, which is the secret key.

a = b-1 mod Φ(n)

1.7.Screenshots of the Program

- 2 -



Figure 1.1 Displaying the Main Menu

Figure 1.2 Generating P to Calculate Public Key n
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Figure 1.3 Generating Q to Calculate Public Key n

Figure 1.4 Generating Public Key B
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Figure 1.5 Displaying Public Keys

Figure 1.6 Displaying Private Keys
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2. Encrypt message of 3 characters.

To encrypt a message of 3 characters, conversion from characters to 

numbers is needed. The decoding of the number is based on the encoding 

algorithm as below (Computer Science at University of Rhode Island, n.d.):

X = (x1 * 26 0) + (x2 * 26 1) + (x3 * 26 2)……+ (xn * 26 n-1) 

To encrypt a message:

eK(x) = xb mod n 

where b and n are the public keys.

Figure 2.7 Displaying the Main Menu
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Figure 2.8 Entering Encryption Parameters

Figure 2.9 Displaying Encryption Result
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Figure 2.10 System Displaying the Main Menu

Figure 2.11 Entering the Data for Verification
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Figure 2.12 System Showing the Decryption Result
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3. Decrypt ciphertext of 15 bits.

To decrypt a ciphertext:

dK(y) = ya mod n

where n is the public key and a is the secret key.

Figure 3.13 System Displaying Menu
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Figure 3.14 Entering Decryption Details

Figure 3.15 Displaying Decryption Result
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Figure 3.16 System Displaying Menu

Figure 3.17 Entering Encryption Data into the System

- 12 -



Figure 3.18 Displaying Encryption Result
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4. Cryptanalysis.

To find the secret key of a RSA system, the following steps are performed:

1. Obtain n, the public key, then uses p-1 factoring algorithm to 

factorize n to get p and q.

2. Compute Φ(n).

3. Then compute a by using the formula: a = b-1 mod Φ(n), where b is 

the public key.

The test data used is provided by the group led by Cheah Joo Xiang from 

ACN2 using key generated by their 7 bit system.

Figure 4.19 System Displaying the Main Menu
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Figure 4.20 Entering Cryptosystem Parameters

Figure 4.21 System Displaying Cryptosystem Details
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Figure 4.22 System Showing Menu

Figure 4.23 Entering Decryption Details

- 16 -



Figure 4.24 System Displaying Decryption Result
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